Abstract
Introduction
Failures in information security and concerns about privacy continue to create headlines in the media on a regular basis. Despite years of research and well established principles and processes, there continue to be significant fears about the safety and use of personal information by businesses and governments. This is a matter of grave concern to everyone. Individual consumers and citizens are put at risk when their personal information is not secured properly, creating a climate of concern about cyber crime. They may feel that their rights have been infringed when information is used or shared in particular ways. This damages trust in individual businesses as well as in the broader digital economy. Furthermore, businesses also suffer direct losses from security and privacy failures, including regulatory fines, remediation costs and reputational damage.
Conventional thinking focuses on steps that individual businesses can take to enhance their performance in these areas. These typically involve improving governance processes and implementing good practices in order to change the way that things are done within organizations and to manage external relationships effectively. However, are incremental improvements to the status quo an appropriate and sufficient approach to continuing failures in information security and concerns about privacy?
In this panel session, ICAEW (Institute of Chartered Accountants in England and Wales) will challenge participants to consider whether there are deeper issues at play. At the heart of many security and privacy issues is a growing confusion and contention over who should have access to personal information and what they should be able to do with it, especially in evolving areas such as social networking and collaboration. This uncertainty undermines the application of good practices and effective governance models and ICAEW is skeptical about the ability of individual businesses to be able resolve many of the issues seen here simply by changing internal practices.
This view is based on ICAEW's broad experience in corporate governance issues. As a pioneer in corporate governance, ICAEW believes that good governance requires strong foundations and an accepted framework of norms. This argument can be extended across broad areas of business practice. In this panel, ICAEW will contend that more radical thinking on the nature, scope and applicability of privacy is necessary in order to establish firm foundations for governance and other business practices. It will do this by arguing that current uncertainty over access to personal information is at the heart of many business issues surrounding security and privacy:
• hindering business innovation and limiting the value being realized from digital technology;
• undermining governance processes and frequently reducing them to meaningless compliance exercises; and
• reducing organizational commitment to good practices, making it difficult to embed them in individual behavior.
The session will have broad appeal to IS academics. It raises issues which are increasingly important to businesses and individuals both as consumers and citizens and provides an opportunity to understand some of the leading research in the area. It challenges academics and practitioners over whether current approaches are fit for purpose for the future or whether wider engagement and discussion is needed. Furthermore, by bringing together representatives from different disciplines, as well as from the business community, the session aims to foster multidisciplinary debate and develop an agenda for further research which will influence the future direction of IT.
The session will be written up and submitted for publication to the Communications of the AIS journal. ICAEW will also publish key points from the session through its communications with the business community. This includes use of the ICAEW online community site IT Counts, which can be used to engage with the business community.
Controversial Issues and Panelists' Positions

Statement 1 -Uncertainty Over Information Privacy is Hindering Business Innovation
The chair, Robert Hodgkinson, will firstly challenge panelists with the assertion that current uncertainties around personal information are creating significant issues for businesses which are trying to innovate in this area. IT is a particularly powerful technology because it radically changes the economics of information (ICAEW 2008) . It shifts the supply and demand curves of information by reducing its costs and increasing the benefits that can be gained through it. This creates a vast new space of economically efficient information, making new activities viable and profoundly changing the way that businesses create and deliver value to customers.
However, these radical changes also lead to heightened contests over the control of valuable information and create confusion as new activities become possible. This makes it harder to articulate who has rights over what information in what circumstances. IT therefore presents businesses with tremendous new dilemmas on how to use information in innovative ways which are also socially acceptable and respect the rights of individuals where relevant. What can seem like a fantastic innovation to one person can seem like a violation of privacy to others, for example Google's Street View. This is likely to become an even bigger challenge in future years given the amount of information that businesses are collecting about individuals, from RFID tags to smart electricity meters. Without greater clarity on the limits of using personal information, businesses will find it increasingly hard to innovate successfully.
In response, it could be argued that many businesses are innovating successfully, despite this uncertainty. While there may be occasional controversy and debate, there is no evidence that businesses are being constrained in any way. Indeed, innovation is an iterative process involving trial and error. It is only possible to resolve tensions when they arise in a specific context and therefore the key for businesses is to manage expectations, respond to issues and change direction where needed. Furthermore, it could be argued that uncertainty provides an opportunity for businesses to differentiate themselves and create competitive advantage where they can understand the needs and expectations of their customers. The business environment is inherently unpredictable and good businesses are able to manage and respond to a wide range of uncertainty and change.
Statement 2 -A Lack of Firm Foundations is Reducing Governance Processes in Information Security and Privacy to Meaningless Compliance
Robert Hodgkinson will secondly challenge panelists with the assertion that effective governance practices are predicated on clear rights that a business can align to, such as the rights of shareholders in corporate governance. Without that clarity, governance processes, including decision rights and accountability, the development of corporate policies, verification activities such as audits and risk processes, have little meaning for a business. Instead, they are seen as compliance measures or tick-box exercises which are a burden and without value. This is a serious challenge for many information security and privacy processes in businesses today.
As a result, increment improvements to governance practices will only have limited effectiveness in improving business performance. Instead, governance practices in information security need to be linked more explicitly to rights to control access to personal information to provide the necessary foundations. And while there continues to be uncertainly over the limits and application of rights in this area, businesses will continue to struggle to implement effective governance processes.
In response, it could be argued that it is perfectly possible to separate these issues. There are many businesses that have effective governance practices, despite uncertainty over the exact rights which different parties may have. While there may be some uncertainty at the leading edge, there is still sufficient clarity in most cases. Furthermore, governance practices around privacy and information security are in early stages of maturity and as businesses gain more experience with them, implementation will improve. Therefore, an incremental approach is appropriate and will ultimately result in improved business performance.
Statement 3 -A Failure to Link Good Security and Privacy Practices to Business Objectives is Making Them Difficult to Embed
Robert Hodgkinson will thirdly challenge panelists with the assertion that although many businesses have invested substantially in information security and privacy practices in recent years, in many cases, good practices have not become embedded in the way that people do things. Most failures still stem from human error, carelessness or malevolence. Unless businesses can fundamentally change the way that employees approach security and privacy, and make it a higher priority for them, failures are likely to continue.
This can be traced to a more general failure to link good security and privacy practices to broader business objectives. Many practices seem to be implemented simply because they are 'good practices' and without any particular consideration for the costs and benefits of measures. As a result, employees may circumvent them or not apply them particularly consistently. An analogy is often made by information security specialists with health and safety practices, comparing the way that these practices have become embedded into organizations. However, there is a clear business objective with health and safety and the benefits are obvious. This is often not the case with information security and privacy practices, where the benefits of applying practices may not be at all clear.
In response, it could be argued that there are many reasons for difficulties in embedding practices. Security continues to be seen by many as primarily a technology problem. Responsibility sits in the IT function and is disconnected from wider business concerns, with little senior management commitment. This technology-based approach also takes little account of human behavior or wider organizational factors, which are fundamental to improving performance. As a result, by recognizing these softer factors, a business can take practical steps that will help to embed good practices into the organization and do not require radical new thinking.
Panelists' Positions
The panelists will respond to these challenges through very distinct perspectives, including:
• US and European perspectives;
• research and practice perspectives; and
• IS, legal and technical perspectives.
Mary Culnan will bring out the wider theoretical issues relating to privacy and the security of personal information.
She will highlight what leading research tells us about the adoption of good governance and wider business practices, and she will be broadly in favor of the need for wider engagement and resolution of the deeper issues.
Gurpreet Dhillon will focus on the socio-organizational aspects of security and privacy, highlighting what leading research tells us about the organizational factors stopping the adoption of effective governance and the embedding of good practices throughout the business.
Alastair MacWillson will highlight the importance of linking security with the contribution that valuable information makes to achieving business goals. He will also consider how academic research can help move business thinking forward in these areas.
Larry Ponemon will reflect on how businesses are successfully adopting effective governance models and good business practices, based on his research with businesses in this area. He will highlight some of the good practices of leading businesses and suggest opportunities for further incremental improvements.
Louis Branz will contribute a distinctly legal approach, assessing the extent to which security and privacy are becoming a demanding compliance and oversight challenge and how the legal framework fits with broader business objectives. He will also consider whether there are broader lessons that can be learned from the legal approach.
Panel Structure
The panel will be based around a discussion between panelists and questions from the audience and there will be no formal PowerPoint presentations. Robert Hodgkinson will chair the debate. He will take a proactive and provocative role in the panel and challenge panelists with ICAEW thinking in each of the three areas to be debated.
The panel will be divided into three sections, with a short introduction at the beginning and an opportunity for panelists to reflect on the session and present some conclusions at the end. Each section will last 25 minutes. The statement will be presented by Robert Hodgkinson (2-4 minutes) and each panelist will have 1-2 minutes to state briefly whether or not they agree with it and why. The discussion will then be opened to the audience for questions and comments (approximately 15 minutes).
Participation Statement
All the panelists have committed to attend the conference and sit on the panel if the submission is accepted.
